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Article Info ABSTRACT

Article type: Purpose: The primary objective of this research is to identify and
Research Article prioritize predictive indicators for assessing cybersecurity
resilience.

Methodology: This research employed a descriptive method with

Article history: an applied approach and a mixed research design. Data was

?gcgcﬁger 2024 collected through a review of relevant literature and interviews
Received in revised ~ With nine cybersecurity experts. Based on this data, a
form questionnaire was developed. The questionnaire's face and content
02 December 2024 validity were confirmed, and its reliability was verified with a
Accepted Cronbach's alpha of 0.83. A sample of 100 cybersecurity
10 December 2024 commanders, managers, and experts was selected to distribute the
Published online questionnaire. Data was analyzed using SPSS and statistical

20 December 2024  methods.
Findings: After reviewing literature and conducting interviews
with experts, three dimensions and eight components for assessing
cybersecurity resilience with a focus on predicting cyberattacks
were identified.
Conclusion: By identifying and prioritizing indicators and
components for assessing cybersecurity resilience with a focus on

Keywords: predicting cyberattacks, it was concluded that machine learning
Cyber, cyberspace, algorithms can be used to detect anomalies, intrusion detection
assessment, and response systems can leverage artificial intelligence, neural
resilience, networks can be used to detect anomalies and identify cyber
prediction, threats, cybersecurity regulations and guidelines, regular data
evaluate. backups, a cybersecurity risk management team, cybersecurity

command and control centers, and regular execution of
hypothetical attack scenarios can be beneficial.
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